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Abstract—For a blockchain system, the network layer is of
great importance for scalability and security. The critical task
of blockchain networks is to provide a fast delivery of data.
A rapid spread accelerates the transactions to be included
into blocks and then confirmed. Existing blockchain systems,
especially the cryptocurrencies like Bitcoin, take a simple strategy
that requires relay nodes to verify all received transactions and
then forward valid ones to all outbound neighbors. Unfortunately,
this design is inefficient and slows down the transmission of
transactions. In this paper, we introduce the concept of reputation
and propose a novel relay protocol, RepuLay, to accelerate the
transmission of transactions across the network. First of all, we
design a reputation mechanism to help each node identify the
unreliable and inactive neighbors. In this mechanism, two values
are used to define one’s reputation. Each node keeps a local
list of reputations of all its neighbors. Based on the reputation
mechanism, RepulLay adopts probabilistic strategies to process
transactions. More specifically, after receiving a transaction, the
relay node verifies it with a certain probability, which is deduced
from the first value of sender’s reputation. Next, the valid and
unverified transactions are forwarded to some neighbors. Each
neighbor has some probability to be chosen as a receiver and
the probability is determined by its second value of reputation.
Theoretically, we prove that our design can guarantee the quality
of relayed transactions. Further simulation results confirm that
RepuLay effectively accelerates the spread of transactions and
optimize the usage of nodes’ bandwidths.

Index Terms—blockchain, data transmission, reputation mech-
anism, network protocol

I. INTRODUCTION

The blockchain technology has experienced significant
growth in innovation over the past decade [1]. Generally
speaking, it is a distributed data ledger maintained by the nodes
in the system. Some special nodes (known as miners) compete
to pack up valid transactions into blocks. All blocks are linked
in chronological order and the chain grows in an append-
only manner. Structured as a peer-to-peer (P2P) architecture
over the Internet, nodes in a blockchain system shall reach an
agreement on the state of the chain, according to the specific
consensus protocol that the system adopts.
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To keep a blockchain system running, information exchange
plays a critical role. Like many other P2P networks, most
blockchain systems broadcast blocks and pending transactions
among peers by flooding [2]. Take the pioneering design
bitcoin [3] as an example. By default, a normal node makes
8 outbound connections and receives up to 125 inbound
connections. After receiving a transaction or block from an
inbound neighbor, the relay node process it in two steps. First
it validates the correctness of data. If valid, the relay node
then forwards it to all outbound neighbors.

As the first step, whether to verify the received transactions
or not is a dilemma facing the relay nodes. On the one hand,
the openness and anonymity of blockchain network open the
door to the selfish or even malicious behaviors, such as the
Denial-of-Service (DoS) attacks [4]. In order to filter out
invalid data in time, it is necessary for relay nodes to do some
data screening before forwarding. On the other hand, users
who generate the transactions expect low latency and prefer to
skip the verification process, thus helping their transactions to
be received by miners as early as possible. Currently, it is still
an open research challenge to balance well the DoS prevention
and non-verification requirement [5]. A proper solution would
bring a faster transactions spread and better user experience.

For the second step, the simple strategy that relay nodes just
forward data to outbound neighbors poses a risk to limit the
data spread, as malicious neighbors may refuse further trans-
mission. Differentiating the inbound from outbound neighbors
is based on the following consideration: an outbound neighbor
that the node proactively discovered is less likely to behave
badly than a passively-connected inbound neighbor. Yet, with
non-negligible probability, the outbound neighbors may be
attackers. Previous studies [6], [7] show that by denying the
delivery of data to victim Bitcoin nodes, attackers can delay
the transmission of blocks and transactions for a considerable
amount of time. Therefore, it is also a crucial issue to decide
the receivers carefully when forwarding data.

In this paper, we introduce the concept of reputation to
tackle the aforementioned problems, aiming to accelerate the



data transmission while without giving up quality of the
relayed data in blockchain networks. The reputation-based
approach has been widely used in P2P applications [8],
[9]. A proper reputation mechanism can identify malicious
behaviors [10], motivate cooperation among peers [11] and
improves the systems’ performance [12], [13]. In recent years,
researchers in the area of blockchain also borrow the idea
of reputation, for instance, to prevent the spread of spam
transactions [14] and to provide incentives [15].

Specifically, we design a reputation mechanism to quantify
peers’ credibility by recording their historical behaviors. By
the mechanism, each node could compute its neighbors’ rep-
utation. One’s reputation is a tuple consisting of two values
R = (ry,r2). What the first value r; reflects is the accuracy of
one’s relayed data. According to rp, the unreliable neighbors
can be distinguished from others. The second value r5 of one’s
reputation is its net number of data transmission. Based on 73,
the inactive neighbors could be found out.

With the help of the reputation mechanism, we propose
RepuLay, a novel protocol aiming at speeding up the trans-
actions relay in blockchain networks. More specifically, after
receiving a transaction, the relay node verifies it with a certain
probability, which is deduced from the first value of the
sender’s reputation (i.e., r1). During the forwarding process,
the relay node probabilistically selects a certain number of
nodes as receivers from all its neighbors, on the basis of the
second value of their reputation (i.e., r2).

Moreover, we conduct a series of simulations to evaluate our
designs. The simulation results show that nodes with different
behaviors can be clearly distinguished by reputation. With
respect to RepuLay, on the one hand, it effectively speeds up
the data propagation in blockchain systems. On the other hand,
it succeeds in saving bandwidth for nodes in the network.

In a word, the main contributions of the paper are summa-
rized as follows.

1) We design a reputation mechanism, by which each node
could identify its unreliable and inactive neighbors.

2) We propose a reputation-based transactions relay pro-
tocol. The protocol guides nodes in the blockchain
network to probabilistically verify received transactions
and choose receivers.

3) Theoretically, we prove that our design can guarantee
the quality of relayed transactions. Further simulation
results confirm that our protocol could accelerate the
data propagation in blockchain networks and optimize
the usage of nodes’ bandwidths.

The rest of the paper is organized as follows. In Section II
we introduce the background and some related works. Sec-
tion III formulates the network environment and demonstrates
the problem we focus on. The reputation mechanism to
distinguish different types of nodes is proposed in Section IV.
Further, we present a reputation-based transactions relay proto-
col in Section V and analyze it in Section VI. In Section VII,
we conduct a series of simulations to evaluate the protocol.
Finally, we conclude this paper in Section VIIL

II. BACKGROUND AND RELATED WORK
A. Transaction, Block and Blockchain

Blockchain, known as the distributed ledger, keeps a record
of transactions in the system. In a narrow sense, transaction
refers to the transfer of assets. Bitcoin [3], one of the most in-
fluential blockchain applications, creatively proposes a purely
peer-to-peer electronic cash system. It allows online payments
to be sent securely from one party to another without going
through a trusted third party. By introducing the concept of
smart contract [16], Ethereum [17] generalizes the meaning
of transactions. It enables that any event causing the state
transition can be formulated as a transaction.

For a variety of reasons, transactions in the system may
conflict with each other. Taking the simple payment as an
example, an adversary may attempt to spend the same asset
twice or even more times, which is called the double-spending
attack. When facing conflicting transactions, the block genera-
tor has the final say over which one to accept. Specifically, over
a period of time, according to the adopted protocol (like proof-
of-work in Bitcoin), one node (known as miner in Bitcoin)
would gain the right to pick up transactions and package them
as a new block. By containing the hash value of the previous
block, all blocks are linked as a chain, i.e., a blockchain.

B. Blockchain Network and Data Transmission

The blockchain system establishes on the base of P2P
network, which is public to any user. When a node starts
for the first time, it could get some IP addresses of existing
active nodes from the seed nodes, whose information has been
hardcoded in the client. Once the connection is made, it could
ask the peer for further addresses. Limited by the bandwidths,
it is recommended to make 8 outbound connections and
receive up to 125 inbound connections in Bitcoin [18].

To keep a blockchain system running, nodes play different
roles depending on the functionality they support [19]. A small
quantity of full nodes hold full information of all agreed
blocks and the whole history of transactions included. On
the contrary, most nodes only keep a copy of the blocks’
header [20], which are known as light nodes. All nodes
exchange blocks and pending transactions in a gossip-like
manner [1]. Specifically, after receiving certain data from
inbound connections, a node A needs to first verify it by
prescribed rules. Then for the valid ones, node A broadcasts it
to all outbound neighbors by an advertisement-based manner.
As Fig. 1 shows, a complete data exchange includes the
following three interactions:

1) Node A send each outbound neighbors a INV message,
which contains the hash value of newly received data;
2) The neighbor who can not find data locally (e.g., node
B in Fig. 1) responds a GETDATA message in turn;
3) Node A replies with the complete information of the
transaction (tx) or block.
It is worth noticing that the local verification process
depends on historical data, which contributes significantly to
the overall propagation time [21]. In the blockchain system,
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Fig. 1. Data exchange between peers.

only a few full nodes have the whole historical data. Most
nodes have to ask the full nodes for help when needed and
wait for reply, which reduces the speed of verification.

C. Existing Methods to Speed Up Data Propogation

In the network layer of blockchain, the point is data trans-
mission, namely, to help valid transactions and blocks spread
across the network as quickly as possible. [22] points out that
propagation delay in the network is the primary cause for the
blockchain fork, which is an inconsistent state of the system
and should be avoided.

To date, several studies have focused on the methods to
speed up the propagation of blocks. A popular design is to ad-
just the data structure, with the compact block [23] as a typical
representative. Instead of sending the complete information,
the compact block only announces the short transaction IDs.
Then the receivers could reconstruct the block and process
it as usual. If some transactions are not available from local
sources, a round trip of GETDATA / tx is necessary as shown
in Fig. 1. Graphene [24] further reduces the block overhead by
using the Bloom filter and Invertible Bloom Lookup Tables.
Another important work is the Fast Internet Bitcoin Relay
Engine (FIBRE) [25], which is a protocol designed specially
for miners and aims to provide high-speed transfer of blocks.
To avoid some unwanted round-trip caused by packet losses,
FIBRE protocol sends data with enough extra information such
that receivers are able to reconstruct the original data.

Although aforementioned protocols significantly reduce
block transfer latencies, researches on the transaction dis-
semination are unsatisfactory. It is suggested that increasing
connectivity is an efficient way to speed up the propagation
of transactions [22], as it could minimize the network hops
between any two nodes. Yet, the required overheads on band-
widths are prohibitively expensive for most nodes. To reduce
the transaction propagation delay, Bitcoin Clustering Based
Ping Time protocol (BCBPT) [26] makes Bitcoin nodes to
connect with those peers that are close in the topological
term, based on ping latencies. However, this design leads
to the structured network topology and further makes the
system more vulnerable to the eclipse attacks [27]. In order
to reduce the number of redundant messages, [28] proposes
a probabilistic flooding approach. The probability to send

INV messages to a certain neighbor is that the number of
INV messages sent to the neighbor divided by the number
of GETDATA messages received from it. Unfortunately, this
straightforward design causes the previously highly-connected
nodes suffering from a low probability of being sent an INV
message when some of its neighbors leave the network. Erlay
[29] combines limited flooding with intermittent set reconcili-
ation to synchronize transactions among peers. It dramatically
reduces the bandwidth used to announce transactions, but
requires close cooperation of all nodes in the network.

In the following sections, we focus on the propagation
of transactions, and use the terms data and transactions
interchangeably.

III. PRELIMINARIES
A. Threat Model

Considering that the network environment is rather complex,
we analyze the involved transactions and nodes in this section.
According to the validity of transactions, we classify them into
two types.

e Valid transaction. A valid transaction meets all rules
given by the system. It should be broadcasted to the whole
network as quickly as possible.

e Invalid transaction. An invalid transaction can not pass
the validation. It should be intercepted immediately to
avoid further spread.

To keep the system running smoothly, nodes at the network
plane are expected to do as follows: generate and forward
only valid transactions, and respond the data requests from
neighbors. Yet, like other P2P networks, several misbehaviors
even attacks exist in the blockchain system. In this paper, we
focus on the following two which are closely related to the
data transmission.

o Unreliable behavior. The key feature of unreliable be-
havior is to send invalid data. It contains two possible
cases. One is that the nodes carelessly forward invalid
data from neighbors without any verification. The other
case is that the node is precisely the original generator
of the invalid data. For example, someone may create
conflicting transactions to make a double-spending attack.
Or attackers may generate an excessive amount of invalid
transactions to launch the DDoS attacks. Whatever the
reasons, the unreliable behavior leads to a further spread
of invalid data, which will waste computational resources
(i.e., data storage, processing power, and bandwidth).
More importantly, it cripples the network’s ability to serve
the valid data and slow down their transmission.

e Inactive behavior. The key feature of inactive behavior
is to provide less data than others. More specifically,
this kind of node looks inactive when forwarding the
received data and responding to the data requests. Here
are two possible reasons for this behavior. One cause is
that the node deliberately refuses service to others, aiming
to conserve its bandwidths or other selfish thoughts.
The other possible reason is that the node is restricted



to some objective conditions. For instance, nodes with
insufficient computation resources are unable to process
and transmit data rapidly. Whether on purpose or not, the
inactive behavior delays the ongoing data transmission,
and should be detected and further solved.

For the sake of brevity, we call the node that behaves well,
unreliably, inactively as honest, unreliable, and inactive node,
respectively. It is worth noting that the classification is based
on the nodes’ behavior, rather than their identities. A node may
switch among different behaviors. It is regarded as honest at
the time of performing good behavior. Nevertheless, when it
behaves unreliably, we treat it as an unreliable node.

B. Problem Definition

This work focuses on the network layer of blockchain
systems, aiming to improve bandwidth utilization and speed
up the data propagation in blockchain networks. The core of
the network layer is to provide fast delivery of data. Relay
nodes in the blockchain network shall help to broadcast each
transaction from its generator to all full nodes. During the
data transmission, speed is the key, as a fast transmission
accelerates the transactions to be included into blocks and
then confirmed. And the relay nodes, in theory, do not need
to consider the data’s quality. Miners in the consensus layer
will verify each transaction later to ensure that only valid
transactions have the chance to be packed into the block.

Current transmission protocol takes a simple strategy: relay
nodes verify all received transactions and then forward valid
ones to all outbound neighbors. As discussed earlier, this
strategy suffers from the following drawbacks. First, repetitive
verifications of all transactions (especially the valid ones)
waste computational resources and slow down transmission.
Second, the forwarding process gives the inactive neighbors
the same chance to be chosen as receivers, which provide less
help for further transmission. So to some extent, this simple
protocol goes against the transmission task in the blockchain
network, namely, to broadcast data as fast as possible.

In this paper, we speed up the data transmission by opti-
mizing the verification process and forwarding process, respec-
tively. In the first step, probabilistic verification is a better idea.
Intuitively, when receiving transactions from honest nodes,
fewer or no verification is needed before forwarding. On the
contrary, when receiving some data from an unreliable node,
the best choice is to verify them carefully. In the second step,
relay nodes should avoid forwarding data to those neighbors
behaving inactively, as they would send little or even no data
to others.

As can be seen, the key task of the above thoughts is to
distinguish different types of nodes. In order to address this
issue, we introduce the concept of reputation to represent one’s
credibility. By recording and analyzing the neighbor’s histor-
ical behaviors, the relay node could calculate its reputation,
which helps to make better decisions on the data transmission.
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Fig. 2. Overview of the reputation mechanism. Node A keeps a reputation
list of all neighbors locally. Each reputation is a tuple consisting of two
values. One’s reputation is determined by its data interactions with .A. Node
A maintains a sliding window for each neighbor and writes a record in the
latest box of the corresponding window when needed.
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IV. REPUTATION MECHANISM

In this section, we design a mechanism for each node to
compute its neighbors’ reputation. It is expected to identify
nodes’ behaviors and tell apart different types of neighbors by
the reputation mechanism.

A. Reputation Overview

In our design, each node keeps a local list of all neighbors’
reputations. Each reputation is a tuple consisting of two values
R = (r1,r2). Both values can be positive, 0, or negative. These
two elements 7y and ry respectively correspond to two factors
we care about: quality and quantity. Simply put, quality is the
correctness of relayed data. Considering that the unreliable
nodes will send invalid transactions, the first value of their
reputations (i.e., r1) will be relatively small. That is, this
element could help tell apart the unreliable behavior. Quantity,
as the second element, is the net number of data interactions.
For those neighbors that behave inactively, their second value
of reputation (i.e., r3) will be quite small. Thus this factor can
effectively facilitate finding the inactive behavior. We roughly
show the design of reputation in Fig. 2.

In the following sections, we elaborate the reputation mech-
anism from the perspective of an arbitrary node A, whose
neighbors are denoted by P = {1,--- ,k}.

B. First Value of Reputation: Quality of Transmission

The first value r; of one’s reputation is about the correctness
of data it forwarded. Its computation in our mechanism
depends on a design called sliding window, which contains
the w latest verification records.

For each neighbor, the node maintains a window of size w.
As |P| = k, node A needs to keep & windows simultaneously.
When receiving a valid transaction from a neighbor 4, it writes
+1 in the latest box of this neighbor i’s window. On the
contrary, if the transaction is invalid, —1 is recorded. Then
the first value of i’s reputation is exactly the summation of
all records in its window. In other words, denoting the j-th
record in the window by c;, then ¢’s ry is calculated as

ry = ch (D
i=1



where c; = 0 if there is still no record in the j-th box.

A window slides when one of the two things happens: some
records are out of date, or there is no space for the newest
record. Specifically, there is a parameter 6 representing the
term of validity, during which the records are active. Each
time the node computes a neighbor’s 1, it removes all expired
records in the window. Also, if the window has been full but a
new record is coming, the oldest record would be forgotten by
sliding the window and the new record can be written down.

As mentioned in Section III-A, a node may switch between
honest and unreliable behaviors. Then we use error frequency
to measure how unreliable a node is. The error frequency of a
node is its frequency to send invalid data. Assume a neighbor’s
error frequency is ¢ € [0, 1]. Then according to the law of large
numbers, as time goes on, its window will be full and r; will
be stable at a certain value. To be specific, the window will
contain both positive and negative records, corresponding to
the valid and invalid transactions, respectively. Let W), be the
set of those positive records, and similarly, let W,, be the set
of negative ones. Then the expected size of W,, is qw. And
r1 in expectation can be calculated as

E(r)=EQ ) =E(> c;+ > ¢)
j=1 JEW, JEW, 2)
= (1 -2q)w.

In particular, if ¢ = 0, 71 is w. That is, if a node carefully
verifies every received transaction before forwarding, it will
earn the maximum value owing to the hard work. Instead,
if someone only sends invalid data (i.e., ¢ = 1), records in
its window are all negative and as a result it will obtain the
minimum value —w.

C. Second Value of Reputation: Quantity of Interactions

The second value 75 of reputation focuses on the quantity
of data interaction. Recall that during the data transmission,
relay nodes would check whether they have processed received
transactions before. In this paper, we call a transaction useful
if it is valid and the node receives it for the first time.

Let f; the number of useful data received from neighbor i.
Also, neighbor 7 may come to ask for certain data. We denote
the number of data that node A provides to 7 by ¢;. Then the
second value of the neighbor ¢ is designed as

ro = fi —t;. 3

In the node’s reputation list, a neighbor ¢’s data supply could
bring about an increase of its ro. Instead, the data requests
would consume its ro. Different from that the computation
of r1 only refers to the latest records in the window, in the
second dimension, 75 is a cumulative value based on all the
historical data interactions. From the perspective of node A4,
if the neighbor ¢’s data contribution f; is less than the data
gain t;, its ro will be negative, which could be understood as
a data loan. Then it is conceivable that the inactive neighbors,
who constantly request data while providing little, shall have a
relatively small 75. In other words, node .4 could locate those
inactive neighbors by the second value of reputation.

V. REPUTATION-BASED PROTOCOL

In this section, we propose a reputation-based relay proto-
col, Repulay, for data transmissions in blockchain networks.
Based on our reputation mechanism, RepuLay adopts proba-
bilistic strategies to verify and forward transactions. Without
loss of generality, we introduce the protocol based on the
following situation:

Node A has a set of neighbors P = {1,--- k}. It
maintains a local reputation list [R] = {Ry,--- , Ry}, where
R; = (ry1,m2) and 1 < ¢ < k. At a certain time, node A
receives a transaction tx from the neighbor ¢. Like existing
designs, the first thing for A is to check locally, to avoid
processing the same transaction more than once. If node A
successfully finds tx in the local store, it will stop immediately.
Otherwise, node A will save it and go to the following steps.

A. Probabilistic Verification

In the verification process, node A determines whether to
verify this fresh tx. Instead of verifying all received data
without distinction, the node verifies tx with a certain proba-
bility p,,, which is deduced from the first value of sender ¢’s
reputation (i.e., r;1). The probabilistic verification allows some
data to be relayed directly without waiting for the verification
result, thus reducing the transmission delay. However, it also
poses a risk that the relay nodes may omit some invalid
transactions. So the crux is to better balance speed with
the quality of transmission. To achieve this, we design the
probability function as follows.

1) The sender’s sliding window is not full: For this case,
the verification probability p, = 1. That is, node .4 cannot
judge the sender’s behavior by too few historical records. So
it chooses to verify tx this time.

2) The sender’s sliding window has been full: For this case,
the verification probability is designed as

a?
Do = _n
q’

where a € (0,1) and i € [0, 1]. Here, « is the minimum check
probability. Even if the sender looks like an honest node, node
A would still verify the received tx with a probability no less
than «. The other parameter, 7, is the maximum of nodes’ error
frequency that the system could tolerate. These two values
will be pre-set by the system and can also be adjusted by
nodes themselves. Together, the two parameters help promise
the percentage of valid data relayed by .A. In addition, ¢ is
the sender i’s error frequency. According to (2) and the law
of large numbers, it can be estimated by

q< 1
else. “)

1 i1
q,§7ﬂ (&)

where w is the window size.

Based on the above designs, we propose Algorithm 1. As the
pseudocode shows, taking the first value of sender’s reputation
and other parameters as inputs, the algorithm returns the
suggested verification probability p,,.



Algorithm 1 Probabilistic Verification

Algorithm 2 Selective Forwarding

Input:
First value of sender’s reputation 7y;
Number of records in sender’s sliding window #;
Size of the sliding window w;
Upper bound of error frequency 7;
Minimum check probability a.

Output:
A verification probability p,,.

1: if # < w then

2 py & 1

3: else

4 g 5 — gL

5. if ¢ < - then
6: Py —

7.  else

8: Py —1— g;
9: end if

10: end if

11: return p,

Input:
Set of neighbors P = {1,--- ,k};
Local reputation list [R] = {Ry,---, Ry} where R; =
(i1, Ti2)3
Number of receivers \;
A trade-off parameter 5.
Output:
The set of receivers.
A« 0;
: C < P —{i}; {i is the sender of data}
: while C # 0 and |A| < X do
for all j € C do N
pi=1=B) s m + B s
end for
Pick up a node j with probability p;;
A AUGY:
CC—{j}
: end while
: return A

R A U o e

—_ -
—_ o

With the probability p,,, node A will verify tx. Once finding
that tx is invalid, it will intercept this transaction immediately
and stop forwarding. Otherwise, node A broadcasts it to some
neighbors. It is worth mentioning that the latter involves two
cases: tx passes the verification, or A does not verify it.

B. Selective Forwarding

In the forwarding process, tx is further broadcast to nodes in
the network. Assume node A plans to send tx to A neighbors,
where A is a customized parameter'. Which A neighbors to
choose is the key to this step.

Our protocol does not distinguish the outbound neighbors
from inbound connections. Instead, the )\ receivers are selected
from all neighbors, according to the second value of their
reputation (i.e., r3). As previously discussed, ro is the net
contribution regarding useful data. Based on the principle of
reciprocity, the neighbor with higher 75 deserves a higher pri-
ority to receive this new tx. In addition, a larger o means that
the corresponding neighbor has enough computation resources
to forward data and is willing to do so. Thus, the larger a
neighbor’s 77 is, the more chances it should be chosen as the
receiver. Specifically, node A selects receivers as follows:

(i) Initialize the candidate list C' := P\{i}, where P is the
set of neighbors and i is the sender of tx;
(i) For each j € C, calculate its probability to be selected
e’i? 1

R /6 R
dicc e IC|

where f is a constant parameter belonging to [0,1];
(iii) Pick node j up with probability p; and update the
candidate list C = C\{j};
(iv) Repeat (ii) and (iii) until A receivers are selected.

pj=(1-0) (6)

ILike other designs, we recommend to set \ as a constant eight.

As (6) shows, the probability function contains two parts.
The first part ensures that neighbors with higher ro are more
likely to be chosen. The second part is for fairness, giving
some opportunities to the neighbors with lower 79, especially
the following two kinds of nodes: the new neighbors whose
ro are 0, and those indeliberately inactive neighbors that are
limited by objective conditions. In addition, we introduce a
parameter [ to balance these two parts.

The above selective process has been presented in Algo-
rithm 2. According to the local reputation list and some self-
defined parameters, the algorithm probabilistically decides a
set of nodes as receivers. Afterwards, node A sends them the
hash value of tx.

C. Reputation Updating

This step updates neighbors’ reputation according to the
above verification process and forwarding process.

1) Updating the sender’s r1 and ro: If node A actually
verifies tx, it will be clear about its validity. Then node A
could update the first value of the sender’s reputation. More
specifically, node A records +1 and —1 in the latest box
of the sender’s window, corresponding to valid and invalid
respectively. Then ¢’s 71 can be updated by (1). And if node
A does not verify tx, updating the sender’s r is not required.
With respect to sender’s ro, two things lead to its updating:
node A does not verify tx, or after verification it confirms that
the tx is valid. Both cases make A increase sender’s ry by 1.

2) Updating the receivers’ ro: After responding to the
GETDATA message during the forwarding process, node A
could update the second value of these receivers’ reputation.
In other words, this updating is only for those neighbors to
which A sends the complete tx. Concretely, node .4 decreases
their 7o by 1.

Fig. 3 summarizes the flow of data transmission in RepulLay.
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VI. ANALYSIS AND DISCUSSION

A. Analysis of Verification Probability Function

In order to analyze the effectiveness of our designed verifi-
cation probability, we first give the following theorem and its
proof. Here, the error probability of a node is its probability
to send invalid transactions.

Theorem 1: Assume node A receives a transaction from
a neighbor whose error probability is g. By verifying the
transaction with a probability no less than 1 — g, A’s error
probability will not exceed 7.

Proof: Consider the following scenario. Node A receives
M transactions from a certain neighbor over a period of time.
With probability ¢, the transaction may be invalid. So in
expectation, there are ¢ invalid transactions among them.
When receiving a transaction from this neighbor, node A
decides to verify it with probability p. Then the expected
number of verified transactions is pM.

For node A, the relayed transactions that it has verified must
be valid. Its error frequency only comes from the unverified
transactions. For the rest (1 — p)M unchecked transactions,
some of them may be invalid. Let the random variable X
describe the number of invalid ones among unchecked trans-
actions. Then the probability of missing exactly k invalid
transactions can be calculated by the formula

() (i)
(0 mar)

where k& € [0,m] and m = min{qgM, (1 — p)M}. It shows
that the random variable X follows the hypergeometric distri-

P(X =k) = 7

bution. Furthermore, we could obtain its mean as

:ihP(X:k)
k=0

If node A’s verification probability satisfies that p > 1 — g,
we have % = (1 — p)qg < n. That is, its error probability
will not exceed 7. u

Based on Theorem 1, the minimum verification probability
should be set as max{0,1 — Z}. In our design, by intro-
ducing the parameter «, we increase the minimum value
to max{a,1 — g} which further ensures the quality of
transmission. Moreover, when computing ¢ by (5), to make
it reflect the actual behavior as far as possible, we require that
the sender’s window must be full. All these can lessen the
chances of making mistakes.

= M(1—p)q. ®)

B. Properties of Protocol

1) Independence: Each node could use the protocol to score
its neighbors and make decisions by itself, only depending on
the local information it has. It is of great importance that the
whole process can be completed independently. This feature
exactly fits the decentralization of blockchain systems.

2) Robustness: All reputation-based systems must consider
a terrible manner called dynamic personality attack. That is,
the attacker behaves properly for a period of time and builds
up a high reputation to be highly trusted. However, at a
specific time, the attacker begins to milk the accumulated
reputation to deceive. In the context of this paper, readers
may worry about the following case: no one verifies an invalid
transaction, making it spread across the network. We reassure
readers by claiming that the probability of this worst case is
(1 — @)™ under our design?, which is negligible. Even if it
happens, the system’s safety will not be affected, as miners
will carefully check the selected transactions before mining.
Again, we emphasize that the network layer is only responsible
for transmitting data while the safety should be assured by the
consensus layer.

3) Flexibility: The flexibility of the protocol is embodied
by two aspects. First, the involved parameters can be person-
alized by different nodes according to their own needs. For
example, a node may prefer to check carefully rather than
miss invalid data by accident. Then it could set a relatively
small 7 and a relatively large «. If a node places a higher
value on neighbors’ recent behavior, a smaller window size
w and shorter validity period 6 will do some help. Second,
the protocol is designed for the network layer and can be
straightforwardly piggybacked on existing blockchain systems,
without any impact on other layers (e.g., the consensus layer).

VII. PERFORMANCE EVALUATION

In this section, we conduct a series of simulations to evalu-
ate our design. First, we describe the simulation settings. Then
we show the simulation results and give the corresponding
analysis.

2p is the number of nodes in the network.



TABLE I
SIMULATION PARAMETERS

Parameter ~ Description Default Value
% Number of nodes 1000
& Number of connections 16000
w Size of the sliding window 50
n Upper bound of error frequency 0.1
@ Minimum check probability 0.25
A Number of receivers 8
B Fairness coefficient 0.1

A. Simulation Setup

This section describes the general simulation setup, includ-
ing the network structure, nodes’ behavior pattern and some
evaluation metrics.

1) Implementation: In our simulations, a network
G = (V,€) is randomly constructed. The number of nodes
|V] is set to a fixed value 1000, and the number of connections
|€] = 16000. In the network, a group of transactions is to
be spread, and initially, they are randomly assigned to all
nodes. For convenience, we discretize the time into time
slots with a fixed length. In each time slot, different types
of nodes behave as follows. The honest nodes verify and
forward transactions as requested. Conversely, the inactive
nodes refuse to relay transactions. The unreliable nodes
forward transactions directly without any verification and
deliberately generate invalid transactions at a stable frequency.
The simulation proceeds until there is no data transmission
in the network. The proportions of three kinds of nodes vary
in different simulations, which will be detailed later.

Table I summarizes the main parameters involved in the
protocol. If not specified, parameters are set to the default
value.

2) Evaluation Metrics: In order to observe the effect of our
protocol, we evaluate it from the following aspects.

o Synchronization time of valid transactions: We use
the transactions’ synchronization time among nodes to
measure RepuLay’s transmission speed, which is the
focus of this paper.

o Average verification rate: The verification rate is the
percentage of verified transactions among all received.
Considering that the time spent in the verification process
can not be neglected, a lower verification rate will bring
faster delivery.

o Average accuracy: The accuracy is the number of valid
transactions over all relayed transactions. The higher
accuracy means a better quality of transmission in the
network.

o Number of transactions sent per node: This metric
is used to measure bandwidth required when running
RepulLay.
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Fig. 4. Performance comparison between RepuLay and flooding protocol. The
metric is the average time slots for transactions to reach a certain proportion
of honest nodes in the network.

B. Transmission Speed

In this simulation, we compare RepulLay with the widely
adopted flooding protocol (BTCFlood for short) regarding
transmission speed. BTCFlood verifies all transactions and for-
wards valid ones to all outbound neighbors®. The proportions
of honest, unreliable, and inactive nodes are 40%, 30%, and
30%, respectively.

The metric to measure the speed is the used time slots for
valid transactions to reach nodes in the network. Figure. 4
visualizes the results under different strategies. The X-axis is
the proportion of nodes that have received certain transactions.
The Y-axis corresponds to the average synchronization time.
Take the right-most marker on two lines as an example. In
order to spread to 90% of nodes, BTCFlood spends 247 time
slots in average, while RepuLay only requires 117 time slots.
That is, RepuLay brings a significant improvement and is 2.x
faster than the flooding protocol. In other words, the simulation
result supports that our protocol can effectively accelerate the
spread of transactions.

C. Effectiveness against Unreliable Nodes

The objective of this simulation is to evaluate the effec-
tiveness against unreliable nodes. For this, 70% of nodes are
assumed honest, who adopt RepuLay to verify the received
transactions with a certain probability. The remaining 30
percent is all unreliable.

Based on neighbors’ 71, honest nodes adopt the probabilis-
tic verification. It enables the relay nodes to forward some
transactions without verification, but also brings a risk that
they may miss invalid transactions. The solid and dashed
lines in Fig. 6 respectively represent the average accuracy
and verification rate of all honest nodes in each time slot. In
the early stage, as the sliding windows are not full, honest
nodes need to verify each received transaction. Thus both
values are 1. The probabilistic verification does work after
the sender’s window is full. Compared with the sharp drop of
the verification rate, the accuracy only has a slight decline.

3The number of outbound connections is also set to 8, which is the same
with the number of receivers in RepuLay.
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Fig. 5. The first value of nodes’ reputation. Nodes numbered 1-700 are honest
and others are unreliable.
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Fig. 7. The second value of nodes’ reputation. Nodes numbered 1-700 are
honest and others are inactive.

What stands out in Fig. 6 is that only verifying about 50%
transactions can promise an accuracy above 90%. This result
provides compelling evidence that RepuLay balances well
between the speed of data transmission and the quality of
relayed transactions.

D. Effectiveness against Inactive Nodes

This set of simulation evaluates RepulLay’s effectiveness
against inactive nodes in the network. There are 70% honest
nodes (numbered 1-700) and 30% inactive nodes (numbered
701-1000).
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Fig. 8. Number of sent transactions.

After the simulation ends, we collect the second value of all
nodes’ reputation and visualize them in Fig. 7. The drawing
method is the same as what we do in Fig. 5. As shown,
two types of nodes (i.e., honest nodes and inactive nodes) are
clearly separated from each other with the help of rs.

Further, we redo the simulation by making honest nodes
to adopt different strategies, and count the total number
of transactions sent by each node during the simulation.
Here, three strategies are compared: BTCFlood, RepuLay with
B8 = 0.9, and RepuLay with 3 = 0.1. Recall that § is
a parameter appearing in the probability function (6) for
choosing receivers. When setting 5 = 0.9, RepuLay puts
more emphasis on the fairness, and selects receivers almost
randomly. By contrast, RepuLay with 5 = (0.1 attaches more
importance to the role of reputation.

As shown in Fig. 8, three lines correspond to three strate-
gies. These three achieved the same goals, i.e., broadcasting
the same set of transactions to the whole network. Each line
can be roughly split into a left and a right section, with
the Node ID = 701 as a demarcation point. First, let us
look at the right part. As the inactive nodes refuse to relay
transactions (except for the ones they generate), three lines
of nodes numbered 701-1000 almost overlap and are near to
zero. Actually, we are more concerned with the honest nodes
and want to know how many transactions they need to send
under different strategies. Considering the left part, BTCFlood
and RepuLay with 8 = 0.9 have nearly the same mean (7134
and 7039 respectively), while the former fluctuates widely.
Intuitively, for different nodes, the fluctuation in BTCFlood is
related to the proportion of inactive neighbors. Surprisingly,
RepuLay with § = 0.1 is stable and has a much smaller
value. The gap is caused by sending transactions to inactive
neighbors and can be considered as the bandwidth that honest
nodes waste. A small number of sent transactions implies that
RepuLay with 8 = 0.1 brings more efficient transmissions.

Overall, these results indicate that RepuLay not only accel-
erates the spread of transactions, but also helps nodes save
their bandwidth.



VIII. CONCLUSION

In this paper, we propose a relay protocol called Repu-
Lay, aiming to speed up the data transmission in blockchain
networks without compromising the quality of service. First,
we design a reputation mechanism. Each node in the system
maintains a reputation list of its neighbors, according to their
historical interactions. The reputation helps nodes to distin-
guish different types of neighbors, whose behaviors are defined
from an economic point of view. Based on this, RepuLay takes
a probabilistic approach to verify and forward transactions.
Theoretical analysis and further simulations indicate that our
protocol could accelerate the data propagation and save the
bandwidths.

In terms of future work, we would consider the connection
optimization and further improve RepulLay. What’s more, we
will give more security analysis and consider how the nodes
behave at equilibrium from the perspective of game theory.
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