Multi-Entanglement Routing Design over
Quantum Networks

Yiming Zeng?, Jiarui Zhang?, Ji Liu, Zhenhua Liu, Yuanyuan Yang
Stony Brook University, Stony Brook, NY 11794, USA
{yiming.zeng, jiarui.zhang.2, zhenhua.liu, yuanyuan.yang} @stonybook.edu

Abstract—Quantum networks are considered as a promising
future platform for quantum information exchange and quantum
applications, which have capabilities far beyond the traditional
communication networks. Remote quantum entanglement is an
essential component of a quantum network. How to efficiently
design a multi-routing entanglement protocol is a fundamental
yet challenging problem. In this paper, we study a quantum
entanglement routing problem to simultaneously maximize the
number of quantum-user pairs and their expected throughput.
Our approach is to formulate the problem as two sequential
integer programming steps. We propose efficient entanglement
routing algorithms for the two integer programming steps and
analyze their time complexity and performance bounds. Results
of evaluation highlight that our approach outperforms existing
solutions in both served quantum-user pairs numbers and the
network expected throughput.

Index Terms—Quantum Networks; Entanglement Routing;
Integer Programming

I. INTRODUCTION

Quantum networks enable to generate, transmit and compute
quantum information (qubits) in addition to classical data
between quantum (ebits) processors [1]. It supports massive
quantum applications in both quantum computing and quan-
tum communication systems, such as distributed quantum
computing [2], [3], quantum communication [4], quantum
machine learning [5] and quantum key distribution [6]. Several
quantum systems have been constructed, such as long-distance
link (40 kilometers) teleportation over the fiber link [7], the
mobile quantum network [8], the integrated entanglement
system through satellites which can support the entanglement
over 4600 kilometers [9].

Entanglement is an essential component of most quantum
applications mentioned above. For example, the quantum key
distribution system has provable security for the distributed
information [1] by taking advantage of the entanglement
and no-cloning theorem [10]. Supporting the long-distance
entanglement is fundamental for quantum networks. However,
the entanglement process is probabilistic and not stable. Dif-
ferent from binary ebits in traditional communication, qubits
created by photons are extremely fragile. The successful
entanglement rate among qubits decreases exponentially with
the transmission length. Hence, to enable long-distance entan-
glement of quantum users in the quantum network, quantum
switches are placed in the network as relays to supply end-
to-end entanglements for multiple quantum users that demand
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them [11], [12]. Quantum switches are equipped with quantum
memories (qubits) and have the ability to perform multi-qubits
measurement (swapping) [12].

The entanglement routing problem about how fo build long-
distance entanglement through quantum switches is crucial in
the quantum network. Thoughtful design for the entanglement
routing in the quantum network can boost the network perfor-
mance by efficiently utilizing resources, e.g., switch memories.

While large-scale quantum networks have not been im-
plemented out of the lab due to physical and experimental
challenges, it is still valuable to investigate the entanglement
routing problem from the network layer for the future. The
entanglement routing problem has been drawing great atten-
tion in previous studies. [12]-[17] study the entanglement
routing problem or theoretical entanglement performance on
the special network topologies such as a single switch, single
entanglement path, rings, grids, or spheres. [18], [19] consider
a general quantum network for multiple quantum users pairs
entanglement. However, their strategy is a greedy algorithm
to maximize the throughput of the quantum user pair one
by one which might assign too many resources to limited
quantum users, and other quantum users are neglected. The
proposed algorithm incurs high time complexity and lacks the
performance guarantee.

Moreover, most existing works treat the transmission link
capacity as the main bottleneck of the network. However, the
switch resource (the number of qubits) is the limitation of
the quantum network in reality instead of the transmission
link capacity. A most recent quantum processor can only have
up to 8 qubits [20]. An optical fiber cable can contain up to
25 cores, each core can be used as an independent link for
the entanglement. Multiple optical fiber cables can be placed
between quantum switches. Hence, the transmission link has
enough capacity to serve the entanglement demands for the
quantum users in current quantum networks.

In this paper, we consider a general quantum network
structure and present a comprehensive entanglement process
for multiple pairs of quantum users. Our goal is to maximize
the number of quantum-user pairs and the expected network
throughput at the same time. Our contributions are as follows:

1) We describe the detailed multi-entanglement routing

process for multiple quantum-user pairs as the offline
and the online stage.

2) We formulate the problem as two integer linear program-

ming problems that both are NP-Complete.



3) We design the routing protocol by proposing efficient
algorithms with lower time complexity and performance
guarantees.

4) Results of evaluation highlight that our approach can
improve the number of served quantum-user pairs 85%
and the expected throughput 27% in average compared
with existing works.

To the best of our knowledge, this is the first paper to
maximize the network served quantum-user pairs number and
expected throughput simultaneously.

The organization of the paper is as follows: we first in-
troduce the background of the quantum network and the
multi-entanglement routing process in Section II. Then, we
present the quantum network model and formulate the rout-
ing entanglement process as two integer linear programming
problems in Section III based on the routing process intro-
duced in Section II. The entanglement routing algorithms are
proposed in Section IV and Section V for two integer linear
programming problems, respectively. We conduct extensive
simulations to discuss and analyze the performance of our
proposed algorithms and compare them with previous work
in Section VI, followed by related work in Section VII the
conclusion in Section VIIIL

II. QUANTUM NETWORK BACKGROUND

In this section, we introduce some basic quantum network
backgrounds, including quantum network components and
multi-routing entanglement processes.

A. Quantum Communication

1) Qubit: In the quantum network or quantum computing,
a qubit is the basic unit to represent quantum information. A
qubit can be an electron or a photon or a nucleus from an
atom. A qubit is described by its state [1]. Different from an
ebit in the classical Internet representing O or 1, a qubit can
present a coherent superposition of both.

2) Entanglement: Entanglement is a phenomenon that a
group of qubits expresses a high correlation state which can
not be explained by individual qubits states. In this paper,
we consider the simplest case of two qubits entanglement
which is bipartite entangled states. In the quantum physic,
a simple way to entangle two independent qubits is by using
CNOT gate [21]. When the entanglement qubits number is
two, Bell-state measures (BSMs) can be applied to measure
the entanglement.

3) Teleportation: If a pair of entanglement quibts are shared
by two nodes, the secret information can be transmitted
from one node to another one with the help of quantum
measurement. This process is called teleportation. An example
is illustrated in Figure 1.
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Fig. 1. A Teleportation Example. The source node teleport a qubit by a pair
of entanglement qubits.

4) Entanglement Swapping: Figure 2 presents an example
of swapping. If Alice shares an entangled qubit pair (Bell
pair) with the middle node Carol, and Carol shares another
entangled qubit pair with Bob, Carol can teleport its qubit
entangled with Alice to Bob, then Alice and Bob are entangled
directly [22].
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Fig. 2. A Swapping Example.

B. Quantum Network Components

With these basic concepts, we first introduce several impor-
tant components in the quantum network.

1) Quantum Users: A quantum user has demands to en-
tangle with another user in the quantum network for quantum
communication. We assume that there is a direction between a
pair of quantum users intending to be entangled. The user who
intends to entangle with another user is called a source node.
Another user who tried to be entangled is called a destination
node.

2) Quantum Switches: The quantum switch is a node with
quantum memories to work as relays for the entanglement
process in the quantum network [12], [23]. They can either
transmit qubits or establish the entanglement at distant nodes
without physically sending an entangled qubit by swapping.

3) Quantum Links: Quantum links are the links used for
connecting quantum switches and quantum users. In this paper,
we assume that the quantum network is connected by optical
fiber cables among quantum switches and quantum users. The
successful entanglement generation probability is related to the
material and the length of the quantum link, i.e., p = el
where « is a positive constant related to the material of the
quantum link and L is the length of the quantum link.

4) The Traditional Internet (The Cloud): The quantum
network co-works with the traditional Internet together for
quantum users’ entanglement routing. The Internet is responsi-
ble for exchanging information among the networks. For each
node including quantum users and quantum switches, they are
equipped with traditional computing devices (e.g., computers)
and can communicate through the traditional Internet.

We list several the most important roles of the traditional
Internet (the cloud) in the quantum network, but not including
all.

o The cloud is the center of the network that knows detailed
information of quantum network including quantum-user
pairing information, the quantum network topology, the
quantum switch capacity, and so on.

o The cloud computes the offline routing paths of quantum-
user pairs with network information available.

e The cloud shares network information through the In-
ternet such as quantum-user pairing information, routing
paths to quantum switches.



o During the entanglement process, adjacent switches (e.g.,
the graph distance between switches is small) communi-
cate through the Internet to inform each other about link
and switch states.

C. Entanglement Process

[18] presents the detailed quantum network entanglement
process for one quantum-user pair. Here, we summarize the
routing entanglement process for multiple quantum-user pairs
as a two-stage process including an offline stage and an online
stage.

1) Offline Stage: In offline stage, the main tasks of the
quantum network are offline entanglement routing design
for quantum-user pairs and transmitting the routing paths to
switches for the entanglement in online stage.

The offline routing protocol design is conducted by the
cloud. We assume that the following offline information of
the network is known by the cloud: the quantum-user pair-
ing information; the network topology (switches placement
and connection); switches information (the number of qubits
in each switch). With all information available, the cloud
computes the routing paths for quantum-user pairs with the
limitation of switches capacity, and the detailed computing
process is discussed in Section IV and Section V. After
that, the routing paths computed by the cloud are transmitted
through the Internet to switches for the entanglement.

2) Online Stage: In online stage, the switches try to gen-
erate entanglement among links with the routing paths sent
from the cloud, and then swap in the interiors.

The entanglement and swapping process is probabilistic,
e.g., the successful entanglement rate over an optical fiber is
typically 0.01% [20]. The duration of the entanglement over
a link is short, e.g., 1.46s [20]. The entanglement generation
time of one attempt is usually 165 ps [20]. All the entangle-
ment and swapping processes over a path should be processed
in the duration of the entanglement 7'. The short duration
of T requires the entanglement and swapping process to be
carefully considered.

The detailed entanglement process is as follows.

o First, all the switches are time-synchronized through
the Internet [13] which can ensure the whole quantum
network start entanglement at the same time.

o Second, all the switches try to process entanglement over
links and swap in the interiors given the routing paths
of all quantum-user pairs. Each switch can try multiple
times until the entanglement is generated or the time out
(greater than 7).

o Third, some switches may fail to generate entanglement
over part of links to build a path for quantum-user pairs.
Then, the switches will try to build a recovery path
for quantum-user pairs locally. Link states (entanglement
or not) and swapping states cannot be efficiently sent
to the cloud for rescheduling in 7' due to the Internet
delay. The switch can access link states near it through
communication with nearby switches with the Internet.
The transmission delay from a switch to other switches

TABLE I
TABLE OF NOTATIONS USED IN THE NETWORK MODEL
Notation Definition
M The set of (S, D) pairs
A The path set of (S, D) pairs
A’ The path set of (S, D) pairs with

M? shortest distance paths
M The set of (S, D) pairs selected in STEP I
S The set of source {s1,52,...,5nm}
D The set of destinations {d1,d2,...,da}
% The set of switch nodes {vi,v2,...,vN}
& The set of connection links between switches
{eij,vi,vj € V}

L;j; Length of link e;;
Qi The number of qubits contained by switch v;
Qi The number of available qubits of switch v; after STEP I
Pij The successful entanglement rate of edge eij
« Link transmission efficiency
Am The set of all paths for (sm, dm)

Am A path belongs to A,
Al The set of M shortest distance paths for (sm,, dm)
AL, A path belongs to A’y
Pan, The expected output qubits of path A,
QAm The number of qubits assigned to path A,,
xa,, €4{0,1}  Binary variable indicates whether path A,

is selected in the network

in a few hops is acceptable compared with 7. The exact
number of hops depends on the Internet latency condition.
A typical communication time between two switches
within one hop is around 1 ms [20]. With the link states
and swapping states available, the switches decide the
recovery paths for quantum-user pairs locally.

In this paper, we focus on the entanglement routing design
in offline stage. The recovery path design in online stage has
been addressed in [18], [19] efficiently in an online manner
which can be applied to our model directly.

III. QUANTUM NETWORK MODEL

In this section, we first describe the quantum network
model, and then formulate the routing entanglement problem
with the goal to maximize the number of quantum-user pairs
that can be served by the network and their expected through-
put. The network model described here follows real quantum
network entanglement experiments [24]-[26] and previous
studies about quantum entanglement routing [11]-[13], [18].
Figure 3 shows an example of the proposed quantum network.
The key notations are summarized in Table I.

() T,
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Fig. 3. An Example of Network.



A. Network Model

Quantum Users: The Quantum user set M consists
of M quantum-user pairs (sq,d1),{s2,d2), -, {Snr,dpr).
S = {s1,82, -+ ,8m} denotes the set of sources, and D =
{di,da,--- ,dn,} denotes the set of destinations. They are
connected with the quantum network and request for the
entanglement. In this paper, we assume that quantum users
do not involve other quantum-user pairs entanglement process
as switches, and all switches are honest and controlled by the
cloud to serve the network.

Network Graph: The transmission graph consists of quan-
tum switches and quantum links. The network is abstracted
as an undirected graph which is denoted as G = (V,€),
where V = {v;} | denotes the set of quantum switches, and
& ={ei} C {(vi,v;) : wv,v; €V} denotes the set of the
quantum links.

Quantum Switch: Each quantum switch v; € V has
(Q; qubits that can be assigned for the entanglement. We
focus on 2-qubit entanglement, and the switch uses Bell-state
measurements (BSMs). Since exact 2 qubits will be involved
in the swapping process, we assume that (J; is a positive even
number. This assumption also fits the real switch design [20].
The successful swapping rate in each switch for any pair of
qubits is uniform and denoted as ¢ € [0, 1].

Quantum Link: e;; is an edge which is an optical fiber
cable connecting v; and v; for transmitting qubits. In each
cable, there are several cores. Each core can be used as
a quantum link for the entanglement of a pair of qubits.
Therefore, multiple qubits can be assigned at one edge for
the entanglement at the same time. We assume that the
optical fiber cable contains enough cores for the entanglement
between switches. The length of e;; is denoted as L;;. The
success rate of each attempt to generate an entanglement
over e;; IS p;; = e~ Lii  where « is a positive constant
depending on the physical material. Since p;; only depends
on the link length and link material, successful entanglement
rates for different pairs of qubits over different cores at the
same edge are the same. If a pair of qubits from a quantum-
user pair successfully generate the entanglement, there will be
a quantum channel between qubits. Each channel can transmit
an ebit at each time.

B. Routing Matrices

We use the expected throughput of a path as routing matrix
to evaluate the performance of the quantum network.

For a quantum-user pair (s,d), let A denote the set of
all paths between s and d. Fix a path A € A, where
A = {vo,v1,v2, -+ ,v—_1,0;}, where vg = s, v; = d, and
I denotes the distance of A, i.e., the number of its edges. The
nodes in A are listed as the order in path from the source s
to the destination d, and the adjacent nodes are connected by
one quantum link. Every switch in path A assigns Q“ qubits
for the entanglement, which implies the number of parallel
quantum channels in path A can be up to %

From Section II-C, to build a quantum channel successful
for a quantum-user pair along a path requires all links to gener-

ate entanglement and switches to swap successfully during the
fixed time period. The probability of one attempt to generate
the entanglement successfully of all links in a quantum channel
at the same time is the product of the successful entanglement
rate of every single link in the channel, i.e., II'_p;(j1).
The probability of one attempt to swap successfully in all
switches of a channel at the same time is the product of every
switch’s successful swapping rate in the channel, ie., ¢'~'.
Then, the successful probability to build a quantum channel
for the entanglement is Hﬁzopi(iﬂ)ql’l. Formally, the routing
matrices are defined as the expected throughput of path A with
QTA quantum channels for the quantum-user pair (s, d):

A

p=9

QY st e
9 R = ey

2
)

which indicates the expected number of ebits can be transmit-
ted from the source to the destination in the fixed time period.
In the current setting, the routing matrices also correspond to
the expected number of entangled pairs of qubits along the
path that are successfully established during the fixed time
period.

C. Problem Formulation

We divide our objectives into two steps, named as STEP I
and STEP II. In STEP I, our goal is to maximize the number
quantum-user pairs that can be served by the network, and a
main routing path is selected for every chosen quantum-user
pair. In STEP II, we aim to maximize the expected throughput
of all selected quantum-user pairs from STEP I. The main
paths selected from STEP I is kept to ensure there is at least
one routing path for each quantum-user pair selected in STEP
L.

STEP I: We first formulate the problem of STEP I. To
maximize the number of quantum-user pairs, we assume that
Q4 = 1 for any path A € A, and at most one path can
be selected for a quantum-user pair. Let the binary variable
x4, € {0,1} denote whether the path A,, of (s, d,,) is
chosen to be entangled in the network or not. The formulation
to maximize the number of quantum-user pairs is as follows:

Problem S; : max Z TA,, 2)
meM
subject to :
x4, €{0,1}, Yme M 3)
> wa, <1, VmeM 4)
Am€Am

Z lvi N (Apza,,)| < %, Vo, eV, ()

meM,xa,,=1

A, €A, Yme M, (6)

where A,, denotes the set of all paths between (s,,,d,),
and A,, is a path of A,,. Constraint (4) denotes that at least
one path can be selected for each quantum-user pair which
can ensure the network serve quantum-user pairs as many as



possible. Constraint (5) indicates that for any switch v; € V,
the total number of qubits assigned for all path through v;
cannot over its capacity @;, | - | in (5) denotes the number of
elements in the set.

STEP II: Next, we formulate the problem in STEP II to
maximize the expected throughput of selected quantum-user
pairs from STEP I by determining the qubits assigned to
possible paths from the path set. We first reserve the qubits in
the network assigned for the main paths selected in STEP II,
and maximize the expected throughput for quantum-user pairs
from STEP I in the residual graph. Let M denote the set
of quantum-user pairs selected from STEP I, and M denote
the number of pairs in M. Q, denotes the available qubits of
switch v; after STEP I. The formulation is as follows:

N
Problem S5 : gjﬁ( Z Z Py, @)
m=1ApzE€As
subject to
A € A, Vi € M, (8)
Q" €N, VA € Ag, 1 € M, 9)

0< QY < EL WAy € Ay, €M, Yo €V,

5 (10)

> QM v N Ag| < % Yo, €V,
meM

(1)

where P4, are the expected throughput of path Ay defined
in (1) and N denotes the set of non-negative integers. Q4=
is the qubits assigned for path Ag. (10) means that switch
v; cannot assign the qubits to the path over its capacity. (11)
indicates that the number of qubits in the switch is the main
limitation for paths selection of quantum-user pairs.

IV. ENTANGLEMENT ROUTING ALGORITHM OF STEP |

We first propose algorithms to solve Problem S; in STEP
I, and analyze their performance and time complexity. There
are two parts to solve Problem S;. First, we relax the binary
variable 4, from {0,1} to [0,1]. Let Problem S; denote
the relaxed problem which is a standard linear programming.
However, the time complexity to solve Problem S is ex-
tremely high because of the huge size of the path set (the
detailed analyses are presented in Section IV-A). Hence, we
construct a smaller path set that contains sufficient paths to
reduce the complexity to solve Problem S1. Second, we derive
the feasible integer solution from the solution of Problem S1.

A. Complexity

The Problem S; in STEP I is an binary multi-commodity
flow problem. It has been proved that the problem is NP-
Complete [27]. When relaxing the binary variable to be con-
tinuous, the fractional solution can be solved by the standard
Linear-Programming techniques such as simplex [28].

However, the overhead for computing the paths set is not
considered in the previous papers [19], [29]. An inevitable
prerequisite to solve Problem S; is that the routing paths
set A,,,Ym € M should be calculated. This will add extra

extremely huge computing complexity to solve Problem S;.
More specifically, there could be up to |£]! paths between one
quantum-user pair in a complete graph (the switches can be
selected multiple times), where || is the number of edges in
g.

The huge paths sets will cause great computational overhead
to solve relaxed Problem S, by using standard linear pro-
gramming techniques not to mention the integer solution. The
computing complexity will be unacceptable to solve Problem
S; directly.

B. Problem Sl Solution

As we have discussed above, using the standard linear pro-
gramming technique to solve Problem S1 with huge paths sets
will bring unacceptable complexity. To address this challenge,
we select the shortest distance (i.e., the number of its edges)
paths of quantum-user pairs as the path set instead of all
possible paths. Choosing shortest distance paths can consume
fewer resources (e.g., the qubits in switches) to satisfy more
commodities. This is because the network sources are limited,
it is preferred to choose a shorter distance path that consumes
fewer resources from the feasible path set to maximize the
number of quantum-user pairs in the network. More accurate
proofs are shown in [30], [31].

Algorithm 1 Selective Paths Algorithm
Input: G = (V,¢&),S,D, M
Output: A’
A =0
2: for all m € M do
Obtain M? shortest distance paths of the pair (s, d,) by
Yen’s algorithm, A’,, = {A"%}, k € [1, M?]
4: A =AUuA,,
5: end for
6: Sort paths in A" by ascending order of length
7: Remove the path with largest length in A" until |A’| = M?>
8
9
0
1

(95]

: for all m € M do
Remove the path with largest length in A, until | A", | = M
A=A UA,,

end for

The detailed path set selection algorithm is summarized in
Algorithm 1. We explain how it runs as follows. The goal
is to construct a new smaller feasible set A’ with total M?>
paths for Problem S1, and the path set for each quantum-
user pair has M paths. We first compute M2 shortest distance
paths by Yen’s algorithm [32] for each quantum-user pair. The
reasons are as follows. First, M? is a large enough number
to ensure a source-destination pair has a set with sufficient
paths. Meanwhile, M? does not bring a huge impact on the
time complexity to solve the problem that will be discussed
in detail later. Second, if we find shortest distance paths of
all quantum-user pairs directly instead of for the individual
pair one by one, some pairs with a small number of shortest
distance paths will be less likely considered. From the fairness
aspect, we choose the path set of each quantum-user pair one
by one.



Then, we sort those M? paths by ascending order of their
distance and add M? paths with the shortest distance to A’.
We check whether each quantum-user pair has M paths. If
not, we continue to add paths of that quantum-user pair with
the shortest distance to A’ until 4" includes M paths of each
quantum-user pair.

With a smaller path set A’, Problem S; can be solved by
the standard linear programming techniques [28], [33] with the
acceptable time complexity. Let # = {Za, € [0,1]| VA] €
A ppym € M} denote the set of Problem S, solution.

C. Integer Solution Recovery

The solution of Problem Sl may be fractional which is not
feasible to Problem S;. Hence, we recover the feasible integer
solution of Problem S; from Z and select one main routing
path for each selected quantum-user pair. Let xL, denote the
recovered integer solution from Algorithm 2. "

The detailed algorithm is described in Algorithm 2. We first
add the paths for x a, =1 Then, we implement the branch
and price strategy [31] to derive feasible integer solution.
Let xg, denote the temporal integer solution iterated in
Algorrthm 2 and Algorithm 3.

Algorithm 2 STEP I Integer Solution Recovery Algorithm

Input: LP solution to STEP I, Za:_ ‘v’A eAm,meM
Output: Integer solution to STEP I, :UA, VAL e A, me M

xL, =0,Za =0,YA,, € A'sp,me M
: Sort & A in descendlng order
for all Am,m € M do

if © 4 =1 then

a:A/ = 1, mark the pair (S, dm)

end if "
end for
: Find the maximum Z,, < 1,VA;, € A'p,m € M that

satisfies the correspondrng ($m, dm> is not entangled

: Branch-and-price (), m, Ta; ,Zar )

e A ol e

Re)

Branch and Price Algorithm: The basic idea of the branch
and price strategy is to compare the results from different
search branches. To accelerate the search process, we optimize
the search order and cut some poorly performing branches.
We only choose two branches that maximize the number
of entanglement pairs as the integer solution instead of all
branches. The detailed process is summarized in Algorithm 3.

To start the search process, we first sort the ¥ Al in the
descending order and select the quantum-user pair (s, d;,)
with the highest 74, as the initial pair in the algorithm.

Then, we search the feasible integer path for this pair
(Sm,dm). Start from s,,, we search along the path until
we find a branch node vy, , e.g. Al = {s,,,v1,v2}, A% =
{8m,v1,v3}, A3 {Sm,v1,v4}, the branch node is vj.
With multiple paths to select, the preference is to search for
the paths with the larger x value to reduce branches. For
example, the current path to the branch node v, is denoted
as A}, = {sm,v1,v2, - ,vp, }. For every possible next node
v; which could be added in the path, we append v; to A/ ,

Algorithm 3 Branch and Price Algorithm

Input: Current path A7, = {sm,v1,v2, ..., v}, m, Tar ,Tar
Output zl,
A// N @ m
2: for all A, € A',,, do
3 if A, N A, = A, and A}, is feasible then
4: A= A" U A,
5: end if
6: end for
7: if | A”] <1 then
8: Mark the pair (Sm, dm)
9:  if |[A”| =1 then
10: Tar =1, A e A”
11: end if
12: Compare T4, and xL, , update x;, if necessary
13: Find the maximum Z 4, < 1,VA] , € A',/,m’ € M such
that A, is feasible and (s,,/, d,,) is not marked
14:  Branch-and-price (0, m', Zas , Ta:)
15: Unmark the pair (s, dm), Zar =0

16: else

17: Find the minimum ¢ st exist two  paths
A0, (00)(5), A (V) () € A, satisfies v; £ v, vs € Al (00) (),
v; € A (v9)(5)

18: Choose any A,, € A’,,, append vj41, ...,

19:  for all A, (v, )(j) e A” do

vi_1 to AL,

20: Cy; = Co, +xA, L(0:) ()

21: end for

22: Find two maximum c,,, C,/

23: Branch-and-price(A;, Uvi, m, Za; , Zar )
24: Branch-and-price(A,, U v}, m, Tar, Tar)
25: Choose the better solution

26: end if

and count the total 4, value that satisfies A’ is feasible. In
Algorithm 3, among all possrble nodes could be added to A/,
we select two nodes denoted as v; and v] with the top two x
values. Next, we continue to build paths in the following two
branches denoted as A, (v;) and A7, (v}), respectively.

We repeat this process to construct the path from s,, to
d., until there is only one feasible path or no feasible paths
exist. If there is only one feasible path A7, then 74, = 1,
otherwise T4, = 0. Then, We mark the current entanglement
pair (sm,dm> as searched.

After traversing branches for (s,,,, d,), we choose the next
quantum-user pair with the largest = value which has not been
searched. The search process will end if there are no quantum-
user pairs to be searched.

D. Performance Analyses and Discussion

1) Time Complexity to solve Problem S, (Algorithm 1):
The size of the new selected path set A’ is O(M?), thus there
are M? variables in the linear programming. The total time
complexity of our Algorithm 1 and solving the corresponding
linear programming is O(M>N(N? 4+ Nlog N) + O((M +
M?)2373) = O(M3N3+M*76) (when Problem S is solved
by [33], the linear programming solution with lowest time
complexity is O((M + M?)2373 as far as we know), where
N is the number of switches.



2) Algorithm 2 and Algorithm 3: Algorithm 3 is a sub-
function in Algorithm 2, so we analyze them together.

Algorithm 3 is a modified branch and price algorithm
with the recursion, the complexity is almost impossible to
track [31]. Hence, we only analyze the performance guarantee
here. Let f*(z%, ) = >.,em®h, and x7, denote the
optimal result and the optimal solution of Problem S: with
path set A, respectively. Let f*(xTA/ ) = D omem IL, and
xTA, denote the integer result and the 1nteger solution from the
Algorithm 2, respectively. The relationship between f*(z* A )

and fT(x! 4+ ) is stated in the following theorem.

Theorem 1. Algorithm 2 is an approximation algorithm to
Problem S, with path set A’, and it achieves an approximation

ratio of 2, i.e., f*(z%, ) < 2fT(xf4, ).

The detailed proof will be provided in the extended version
of this paper due to the space limitation.

V. EXPECTED THROUGHPUT MAXIMIZATION OF STEP II

In STEP I, we have determined the maximum quantum-user
pairs number that can be served by the network and selected
one major path for each of them. We then reserve the qubits in
the network assigned for the main paths. In STEP II, we aim
to maximize the expected throughput of selected quantum-user
pairs in STEP I in the residual graph by optimizing the qubits
assigned to each path in Problem So. The updated formulation
of Problem S5 is,

M
Problem S; : max Z Z Par,
Q o =1 A’ LEA 5

subject to
Al € Ay Win e M,
Q4 €N, VA, € Ay, h e M,

0< Q% < %, VA, € A, e M, Yo, €V,
> QM un Ay < <

meM

Yv; € V.

Problem S5 is an integer multi-commodity flow problem
which is NP-Complete [27]. The formulation of Problem S3 is
similar with Problem S; except constraints (3) and (4). Hence,
we modify algorithms in STEP I to address the problem in
STEP II. The path set of Problem S3 is constrained by the
newly constructed path set A’.

First, we relax QAL% € N to be a continuous non-negative
real number. The relaxed problem of Problem S; is denoted as
Problem Ss. Problem S is a continuous linear programming
which can be solved by the standard linear programming
method [28] [33]. Let QAin denote the solution solved from
Problem Sg Because QAm could be fractional which is not
feasible, we design an integer recovery algorithm to derive the
feasible integer solution. Let QA'lrhT denote the recovered inte-
ger solution, and Q4% denote the temporary integer solution
iterated in Algorithm 4 and Algorithm 5.

Algorithm 4 STEP II Integer Solution Algorithm
Input: LP solution of STEP II, Q4% VA%, € AL, m € M

Output: Integer solution to step II, QTA,A VAL € Al m e M
1 QY =0,vA, € AL e M
Sort QAZ% in descending order
for all A, € M do
while Q4% > 1 do
QM = QM 4+1,Q%m = QM — 1
Remove the corresponding qubits
end while
: end for _ .
: Find the maximum QAﬁl < 1,VAs € Ap,m € M that
satisfies A%, is feasible
: Branch-and-price2 (Q“™ Q

R A Sl

—
=]

Algorithm 5 Branch-and-price2 Algorithm
Input: QA/ , QM
Output: Q' A

1: Find the maximum Q w > 0, where AL,
unmarked path

is a feasible and

2: if Found such QA'm then

3: Mark the path AL

4: Q4m = Q w41, remove the corresponding qubits
5: Branch-and-price2 (Q*#,Q* m)

6: QAm = Q% —1, add the correspondmg qubits

7: Branch-and-price2 (Q QA m)

8: Unmark the path A7,

9: else

10: Compare QA/m and QL,A , update QL,A if necessary
11: end if " "

Algorithm 4 first determines QA%L that is equal or greater
than 1. Q4 equals to the integer part of Q%= solved
from Problem S3. The main difference needed to be dealt in
Algorithm 4 compared with Algorithm 2 is that the range of
Q4% is [0, %] instead of [0, 1]. This indicates that Q4% can
be added greater than 1 in process (5th row in Algorithm 4).

Then, we use Branch and price algorithm to deal with
remaining fractional part in which QA;% < 1, and try to
recover the feasible integer solution from this part. The Branch
and price algorithm is presented in Algorithm 5.

Algorithm 5 is similar but simpler compared with Algo-
rithm 3 because Problem Ss does not have the constraint to
limit the maximum path number of one quantum-user pair. For
each iteration, the algorithm finds a feasible path for iteration
and decides whether to occupy the current path. The algorithm
marks the path to avoid repeatedly accessing the same path.
When there are no paths to continue the iteration, Algorithm 5
updates the optimal solution. Hence, Algorithm 4 can derive
the optimal solution.

Theorem 2. The output of Algorithm 4 {QA1 VA, €
Ap, i € M} is the optimal solution of Problem Ss.

The proof will be provided in the extended version due
to the space limitation. The optimality of Algorithm 4 is
guaranteed by the optimality of Algorithm 5 which can be



proved the contradiction. The performance difference between
Algorithm 5 and Algorithm 3 is that Algorithm 3 only searches
two branches and Algorithm 5 searches every possible branch.
This explains why the output of Algorithm 3 is not optimal.

Algorithm 4 can be implemented as an independent algo-
rithm to maximize the network expected throughput without
considering selected quantum-user pairs in STEP I. We con-
duction simulations about Algorithm 4 to maximize expected
throughput directly in Section VI and the results reveal that
Algorithm 4 outperforms existing works.

VI. SIMULATION RESULTS

In this section, we implement the proposed algorithms on
a randomly generated network topology and compare the
performance from the number of quantum-user pairs served by
the network and the expected throughput with existing works.

A. Network Topology

We generate random networks without the fixed topology.
Considering the randomness of the network topology, we
generate 5 random networks and take the average value of
the measured value, i.e., the expected throughput and the
network served quantum-user pairs. The area of the quantum
network is set as 10k x 10k unit square, each unit could be
1 kilometer. The number of switches IV is set as 50 and the
number of quantum-user pairs M 1is set as 20 by default. These
nodes are randomly placed in the area. Figure 4 and Figure 6
present results with varying M and N, respectively. The edge
generation follows the work [34]. The number of edges is
determined by the average degree of nodes which is set as 10
by default. The length of each edge is at least < % The
edge capacity does not have the limitation according to our
assumption in the model. Quantum-user nodes do not connect
with other quantum-user nodes directly, and they are connected
with switches directly. We vary the network average degree D
in Figure 7b. The number of qubits in each switch @Q); is set
as 2, and we assume each quantum user has enough qubits
for the entanglement. Figure 5 tests different @);. The fiber
link material parameter « is deduced by setting the successful
entanglement rate of a single link as 0.01%. The successful
swapping rate ¢ = 0.9, and we vary ¢ in Figure 7a.

B. Algorithm Benchmarks

Our proposed routing design consisted of STEP I and
STEP II is denoted as MULTI-R. We compare MULTI-R with
the following algorithms and routing matrices:

e ALGORITHM 4: We skip STEP I and implement Algo-
rithm 4 directly over the path set A’ to maximize the
network expected throughput.

o FER [19]: First sort quantum-user pairs as the descending
order of the expected throughput, then select the pair with
the largest expected throughput until no feasible paths
exist.

o Q-PASS [18]: Q-PASS is a similar greedy algorithm
with FER that uses > — as the routing matrix, where
Di(i+1) 18 the successful éfltanglement rate of edge €;(;41)-

It indicates the summation of each link creation rate in a
path.

e BASELINE-1(B1): we use the number of hops of a path
(i.e., [ in (1)) as the evaluation matrices, and run the
greedy selection similar with Q-PASS.

C. Performance Evaluation

Number of served quantum-user pairs. Figure 4a, Sa,
6a, 7a present the number of served quantum-user pairs with
different numbers of quantum users, numbers of switches,
numbers of qubits in a switch, respectively. MULTI-R can
improve the network served quantum-user pairs number up to
85%, 329%, 356%, 25% more than FER, Q-PASS, B1 and
ALGORITHM 4, respectively. It reveals that our routing design
to maximize the number of served quantum-user pairs can
effectively let the network serve more quantum users compared
with existing works.

Expected Throughput. The unit of expected throughput
is ebits per time slot. Figure 4b, 5b, 6b, 7b compare the
expected throughput with varying numbers of quantum users,
numbers of switches, numbers of qubits in a switch. MULTI-
R has similar expected throughput compared with FER. This
is because we reserve main paths and assign one qubit for
each main path in STEP I, some of them have small expected
throughput and will not be selected in STEP II. However,
they still reserve a lot resources, which impacts the expected
throughput of the network. Compared with Q-PASS and
B1, MULTI-R can improve the network expected throughput
up to 16x times. ALGORITHM 4 has the largest expected
throughput (improve up to 27% compared with FER) among
them. This benefits from the fact that ALGORITHM 4 is based
on optimization instead of the greedy design. Optimizing the
qubits assigned to every possible path can effectively utilize
the resources of the network.

Impact of the network parameters. Figure 4 and Figure 7b
vary numbers of switches N and numbers of average degree
D of the network. We can observe that adding more switches
and edges can improve the expected throughput and enable the
network to serve more quantum-user pairs. When the qubits
numbers of a switch is limited by the physical challenges,
increasing the density of switches and edges (optical fiber
cables) can improve the network performance and serving
capability. Figure 5 shows the change of expected throughput
and the number of served quantum-user pairs with different
numbers of qubits in a switch. Even though the number of
qubits in a switch is relatively small, improving the capacity
of a switch can enable the network to serve more quantum-
user pairs and improve their throughput. Figure 7a tests the
expected throughput with different successful swapping rate
g. It indicates that improving the ¢ can increase the network
expected throughput.

MULTI-R and ALGORITHM 4 perform better than existing
baselines in the network served quantum-user pairs number
and the expected throughput, respectively, when the capacity
of the network (e.g., the number of qubits of a switch, the
number of switches, the number of edges) increases.
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throughput (shown in Figure 6b). MULTI-R can let the net-
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PASS, B1 and ALGORITHM 4, respectively. ALGORITHM 4
has obvious improvement in expected throughput compared
with existing works.
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VII. RELATED WORK

Quantum networks and their applications have drawn great
attention. Several trials for constructing real quantum net-

works have been conducted, such as DARPA Quantum Net-
work [35], SECOQC Vienna QKD network [36], Tokyo QKD
network [37], the mobile quantum network [8], the integrated
satellites [9]. These trial networks aim to distribute quantum
keys or transmit real qubits for communication. However, it is
still not close to be widely applied in the large-scale quantum
network in reality because of the physical and hardware
limitation.

A few studies have been conducted on the theoretical
network layer for the future large-scale quantum network.
Numerical evaluations or simulations on the virtual simulator
are the main methods to justify the efficiency. Vardoyan et
al. [12] studied theoretical performance about the switch ca-
pacity, the memory occupancy distribution for a single switch
with multiple quantum users. Shchhukin ef al. [16] analyzed
the average waiting time for a single entanglement path based
on Markov chain theory. Pant er al. [13] proposed a local
routing policy for independent switch both in single flow and
multi-flow. Das et al. [17] presented a routing protocol for two
groups of quantum users in a Bravais lattice topology. Li et
al. [14] studied the flow based network performance in a lattice
network. Chakraborty efr al. [15] proposed a greedy routing
design in ring and grid networks. These papers considered the
routing design in quantum networks with special topologies.
These topologies may bring the advantage for the efficient
design of routing protocol but they can not fit arbitrary graphs
that are more common in reality. Shi et al. [18] proposed the
routing protocol in a random graph. Their protocol was to add
the path one by one with the largest expected throughput. [19]
enhanced the performance by using the remaining qubits in the
network. However, their protocol assigned too many resources
for limited quantum-user pairs that may waste the network
resources and limits the number of quantum-user pairs that
can be served. Their algorithms were greedy-based without
considering the time complexity of choosing paths set and
lacked performance guarantee. [29] considered the fidelity as
the main limitation for the entanglement which had high-level
requirements for the capacity of the network.

VIII. CONCLUSION

In this paper, we have proposed an effective routing pro-
tocol for multi-entanglement routing in quantum networks
to maximize the number of quantum-user pairs and their
throughput at the same time. We have formulated our goal
as two sequential integer programming steps and proposed
efficient algorithms with low computational complexity and
performance guarantees. We have conducted simulations to
show that our proposed algorithms have better performance
compared with existing algorithms.
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